Abstract. -A quantum cryptographic channel using a 23 km long installed standard telecom optical cable is reported. The key is encoded in the polarization of very weak laser pulses of average photon number 0.12. The measured error rate is lower than 3.4%. The ability of the system to establish a quantum key at standard telecom wavelength (1300 nm) using installed cables is thus assessed.
Quantum mechanics is often presented as a limitation to achieve certain tasks, for instance the simultaneous determination of position and momentum of atomic particles. However, despite of or thanks to the limitations due to Heisenberg's uncertainty principle, quantum mechanics has made possible many useful applications, like the laser and modern electronics. More recently, the idea of using Heisenberg's uncertainty relations for secure communications has been investigated, both theoretically [:l.]- [3] and experimentally [4]- [8] . The idea is that whenever a third party taps into a quantum communication channel, his action necessarily perturbs the signal, as a quantum measurement necessarily perturbs the system, provided the bits of the key are represented by incompatible quantum states. This unavoidable perturbation can then be detected by controlling the correlation between the transmitted and the received signals. Last but not least, the quantum channel is not used to transmit information, but only to establish a coding key. Hence, in case the key is found corrupted, no information is lost. After the secrecy of the key has been checked, thanks to the very basic principles of quantum mechanics, it can safely be used to encode the relevant message using standard cryptography based on the well-established information theory of Shannon [g] . This new field of research is called quantum cryptography. Its future depends on the possibility to implement such systems on standard telecom fibres over a reasonable range of some tens of kilometres. It depends also on the evolution of current public key crypto-systems whose safety is still not proven mathematically [lo] .
In practice, the quantum communication channel consists of laser pulses attenuated in a way such that the average photon number is well below unity. Therefore the probability of a pulse with 2 or more photons is negligible. The key can be encoded in the polarization of these pseudo single-photon pulses [5] , [7] or in their phase [6] , [ll] , using interferometers at both ends of the channel . In this letter, the possibility of using the polarization coding .
with 1300 nm low-intensity light pulses is investigated. This choice is motivated by conceptual simplicity and by the fact that control of the polarization is also needed for high-visibility interferometry. The standard installed telecom fibre used, joins Geneva to Nyon, most of its 23 km length is buried under the lake of Geneva in Switzerland.
In the polarization scheme, the transmitter, traditionally called Alice, consists of a source of attenuated pulses with a random polarization oriented along one of the four directions, 0", 45", go", 135". When creating a key, the receiver, called Bob, chooses randomly between two orientations of his polarization analyser (0" ,45"). Both arms of the analyser are connected to a photon counter. In a first stage, the outgoing electrical pulses are combined, timed and sent to a computer. In a second stage, Alice and Bob publicly compare the chosen bases of emission and detection, but without disclosing the polarization states transmitted or measured. Thus they can eliminate the incompatible measurements, keeping only the compatible ones which should be ideally 100% correlated. This correlation is then checked on a sample basis. An eavesdropper that would measure the polarization of all the photons would introduce a 25% reduction in the correlation which could easily be detected. More sophisticated analyses of eavesdropping strategies can be found in references [12] , [13] .
A fibre optic implementation of the polarization transport faces two main difficulties. The first one is that a long enough fibre depolarizes the guided light. This is due to the presence in a real fibre of two group velocities which depend on the state of polarization. This phenomenon, called Polarization Mode Dispersion (PMD), tends to depolarize the light. However, if the polarization mode delay is smaller than the coherence time of the laser source, the light at the output of the fibre is still polarized. [14] . In practice, semiconductor lasers have a coherence time of the order of 10 PS. Some of the installed fibres have a polarization mode dispersion of the same order of magnitude and can thus not be used for quantum cryptographic purposes. But the present day trend is toward a specification of 0.5 PS/& (the strange unit & reflects the fact that polarization mode dispersion is a diffusive process, like the random walk). Hence, modern optical fibres do not significantly depolarize light over a length of several tens of kilometres. The second difficulty is that even for coherent enough sources the polarization at the output of the fibre is time dependent. This is caused both by slight fluctuations of the birefringence (phase velocity difference) along the fibre and by variations of the geometry of the optical path, and hence the parallel transport of the polarization state. The first effect is due to slight changes of stress on the fibres in real optical cables. The second one is due to vibrations that affect the Berry topological phase [15] . However, experiences show that the rate of these changes is extremely slow compared to the usual times involved in optical communications: tens of minutes or hours, depending on the thermal and mechanical stability of the environment [16] . Consequently, polarization tracking can compensate for these polarization fluctuations.
Depolarization and polarization fluctuations are the main causes of optical noise. The noise of the detector should be added to this optical noise in order to get the overall bit error rate (BER), defined as the ratio of the number of wrong detections to the total number of detections.
BER =
wrong detections total number of detections = BERoptical + BERdetector .
(1)
The BERdetector can be evaluated as follows: and a set of four pigtailed liquid-crystal cells (A01 PCLC-2). The "Att." was a 65 dB attenuator (Wandel & Goltermann). The fibre link in the lab was simulated by a coil of 26 km and in the field was an underwater cable of 22.7 km. The PBS was a pigtailed Polarization Beam Splitter (OZ Optics). The Detectors (Dl,D2) were singlephoton counters based on germanium avalanche photo diodes (NEC-NDL 5102P) cooled with liquid nitrogen, working in Geiger mode and passively quenched. The signal coming from the detectors was amplified, discriminated and combined by an "or" gate. The TPHC, a Time-to-Pulse-Height Converter (EGG-Ortec), recorded the time of arrival of the photons using the signal received by a standard PIN detector a s time reference. By using a delay line, it was possible to measure the polarization state of the incoming photon. The MCBA is a Multi Channel Buffer Analyser (EGG-Ortec) which analyses the amplitudes produced by the TPHC.
where ST is the detection time window, dark count is the number of counts per unit time not due to incoming photons, photonSinjected is the number of photons per pulse at the transmitter output, loss is the sum of the losses in the transmission cable and in the receiver's polarization splitter, and 71 is the overall quantum efficiency of the detector.
In the experiment reported here, a 1300 nm pulsed laser with 1 ns pulse width and 1.1 MHz pulse rate has been used, see fig. 1 . This laser was also used in continuous mode (CW) to align the system. A manual rotating polarizer placed after a X/4 wave plate allowed for polarization modulation. A polarization controller compensated the polarization modification due to the fibre link. This is necessary in order to align the emission and measurement axis. The pulses were attenuated to obtain 0.12 photons per pulse sent into the fibre link.
At the receiver a pigtailed polarization splitter was used as the analyser. The photons were detected by a liquid-nitrogen-cooled Ge avalanche photodiode working in Geiger mode [l71 and passively quenched. The characteristics of this photon counter are as follows: the diode was biased with 24.1V (breakdown N 24 V), the dark-count rate was 700 per second and quantum efficiency (v) 0.2% ( l ) . Assuming a 10 dB loss in the channel, this corresponds to BERdetector M 3% (see relation (2)). Counting electronics and a personal computer collected the data.
(l)
The quantum efficiency could have been improved up to 10% by a larger bias, but at the expense of the dark-count rate. The above parameters were found optimum for low BER. Fig. 2. -These results present the time histogram of the detected photons in three different configurations. The horizontal scale is the channels of the MCBA converted into nanoseconds and grouped into bins of 0.13 nanoseconds. The vertical scale is the corresponding number of detected photons. In a ) the photons are vertically polarized, in b) they are horizontally polarized and in c) they are diagonally polarized. One can observe that the number of wrong counts is very small in a ) and b), in contrast to c ) , where the incoming photons are found equally distributed.
The device was first tested in the lab with a 26 km long fibre coil. In the field test the quantum channel was a fibre installed in a cable joining Geneva to Nyon. It contains 40 fibres, many of them are presently in use at a bit rate of 2.5 Gbit/s. The transmitter was at Nyon and the receiver at Geneva. Most of the cable is underwater, its attenuation is 8.2 dB and its length 22.7 km. The cable arrives at both ends in the basement of a building, nothing more than the usual packaging of the cable was used to stabilize it.
A polarization separation of 23 dB has been obtained using an intense CW light source, both in the lab with the 26 km long fibre and in the field with the 22.7 km cable. This corresponds to BEhptical = 0.5%.
In fig. 2 , the results obtained using low-intensity pulses (containing 0.12 photons) polarized vertically, horizontally and at 45 degrees with respect to the detection polarization splitter axis are presented. The first two cases simulate a compatible preparation and measurement basis, whereas the pulses emitted at 45" simulate the incompatible measurements. Table I summarizes the measured bit error rates. These measurements show a very low BER (3.4%). This is in agreement with the BER expected according to relation (1). More important, this BER is low enough that standard algorithm of errors correction and privacy amplification can be applied and guarantee the privacy of the key. The detector count rate, which is related to the key creation rate, was of the order of 30 counts per second. This is low, but it should be noted that using active quenching and a better electronic it could be increased of at least 2 orders of magnitude. The stability of the polarization alignment was found to be excellent for most of the time. Indeed, all the results presented in fig. 2 and table I were done over about one hour without realigning the system. Thanks to this stability, we could test the polarization modulation even with our manual (hence slow) rotating polarizer. But it should be reported that at certain times the signal showed a high polarization instability, typically 2~ in 3 seconds. This has been possibly caused by a road construction in the neighbourhood. A fast enough polarization controller could probably overcome even such large fluctuations.
In conclusion, the feasibility of a quantum cryptographic system using polarization coding in the second telecom window around 1300 nm on installed optical cables has been demonstrated. The measured bit error rate (3.4%, before any error correction) is low enough to guarantee the privacy of the quantum communication channel. Consequently, the issue is no longer whether the quantum technology works, but whether it can be made robust and practical enough for use over an optical network. ***
